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Privacy in the workplace is an issue that is frequently
debated but infrequently litigated. The evolving concerns for the
privacy rights of enpl oyees and t he hei ghtened sensitivity for the
obligations on enployers to provide a secure and productive
wor kpl ace have not as yet generated a body of case | aw on which al
involved may rely. Wiile such issues as enployer nonitoring of
enpl oyee e-mail on the job are the topic of nunmerous articles in
the trade and popul ar press, thereis literally no clear statenent
of the case law to gui de both enpl oyees and enpl oyers.

The devel opnent of the |aw of privacy in the workplace is in
part inhibited by the absence of a generally accepted concept that
there is a right to privacy guaranteed to citizens from sone
source, such as the United States Constitution or state
constitutional law. A full exposition of the right to privacy is
beyond the scope of this paper, but it is fair to say that any
rights to privacy in this country in general are only fragnentary
at best. The popular idea that there is a constitutionally-
protected and -defined, enforceable right to privacy is sinply not
mat ched by a body of case law. To the contrary, sone states have
case | aw declaring the absence of a defined right to privacy.?

For a variety of reasons, there appears to be a nodest nunber
of reported opinions addressing the frontier of privacy rights in

1

In Virginia and New York, to cite two exanples, no general right to
privacy exists under state common |aw, and no cause of action for
intrusion into privacy has yet to be sustained. See, for exanple,
Fal wel | v. Penthouse International, Ltd., 521 F.Supp. 1204 (WD
Va. 1981); Wwaldron v. Ball Corp., 619 N Y.S 2d 841 (App. Dv.
1994) .
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t he workpl ace.? The increasing sensitivity anmong enpl oyees and in
society in general to what are seen as intrusions into privacy
likely wll generate nore |litigation over the rights and
obligations involved in such situations. |In addition, the advent
of the concept of disability harassnment under the Americans wth
Disabilities Act will lead to the litigation of issues surrounding
the acquisition and dissemnation of personal i nformation
concerning enployees in the context of what is alleged to be
discrimnatory treatnment in the workpl ace.?

Privacy clains will continue to be asserted in the context of
Title VII and ADA actions into the foreseeable future, because of
several significant factors. Primary anong the incentives to
pursue Title VIl and ADA clainms is the availability of attorneys’
fees for prevailing plaintiffs in cases in which the key el enent of
aplaintiff’s danages may be limted to outrage. In the absence of
hard damages for plaintiffs whose privacy has been intruded upon,
the plaintiff’s bar will continue to pursue cases that permt
recovery of attorneys’ fees through fee shifting statutes.

For those jurisdictions in which the state law right to
privacy i s anbi guous or non-existent, the ADAin particular offers
a famliar framework in which to consider clainms arising fromthe
wor kpl ace without the need to confront entrenched, hostile
attitudes against creating a state | aw cause of action for which no
precedent exists. Oher innovative approaches have attenpted to

2

There are surprisingly few treatises providing guidance to
enpl oyers and enpl oyees concerning privacy in the workplace. See,
for exanple, Finken, Privacy in Enploynent Law (BNA Books 1995);
the three volune set edited by Trubow, Privacy Law and Practice
(Matt hew Bender 1991) is now out of print. Many of the case
references cited here are fromProf. Finken s work.

3
Until quite recently, it had not been established that there was a
cause of action under the ADA for harassnment based on disability,
parallel to sexual harassnment. The inpetus created in 1998 in the
Suprene Court decisions in Faragher v. Gty of Boca Raton, 524 U. S.
775 (1998) and Burlington Industries, Inc. v. Ellerth, 524 U S. 742

(1998) wll inevitably confirm the viability of a claim for
di sability harassment that up until Faragher has been assuned to
exi st but, |ike quarks in physics, no sighting had been positively
confirned. See, e.g., Walton v. Mental Health Association of

Sout heastern Pennsylvania, 168 F.3d 661, 666 n.2 (3d Gr. 1999)
(citing cases in which ADA harassnent clains were assuned to be
vi abl e).
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attach liability to enployers for the wongs committed in the
wor kpl ace. The success of such clainms as negligent hiring and
negl i gent supervi sion have added to the incentive of enployers to
seek broader protection through increased nonitoring of enployee
activities and communi cations both on the job and el sewhere.

It is beyond doubt that the rights of enployees to be secure
in their confidential information and conmunications increasingly

wll confront the obligation on enployers to maintain a safe and
producti ve wor kpl ace. The escal ati ng concerns for violence in the
wor kpl ace will conpel enployers to inform thensel ves of enpl oyee
behavi or warning of potential outbursts. Enployers will seek to
avoid problenms, and liability, by anticipating offensive and

i Il egal behavi or anong enpl oyees, which cones down to a process of
obt ai ning informati on about those enployees and their activities
on the job and after hours. Enployees will continue to assune a
right to freedomin their actions and thoughts and to the privacy
of their personal |ives. The logical battleground for the
resolution of these conpeting interests will be the courtroom as
the frontier between enployee and enpl oyer rights is expl ored.

The right to privacy is generally inplicated through the
acqui sition and distribution of information about an enpl oyee. The
information may then trigger actions concerning the enployee in the
form of changes in the job itself or the work environnent, or in
the attitude of managenent or co-workers toward the enpl oyee. How
the confidential information about the enployee is acquired,
transmtted or managed by the enployer is the crux of the issue in
adj udi cating privacy cl ai ns.

The great majority of the workplace privacy cases reported to
date have at their core the enployer’s acquisition and nmanagenent
of information concerning the individual claimng intrusion into
his or her privacy or breach of confidentiality.* The frontier
that is now being contested is the extent to which the enpl oyer has
a right or an obligation to obtain and dissemnate this
information, or has the obligation to maintain such information in
confidence to prevent injury to the affected enployee fromits

4

“I'nvasion of privacy” is a catchall term that enconpasses four
separate privacy torts: (1) intrusion upon seclusion, (2) public
di scl osure of private facts, (3) false light publicity, and (4)
m sappropriation of |ikeness or nane. Privacy Law and Practice
supra, note 2, at 19.06. While the torts of false light publicity
and m sappropriation of nane or |ikeness are serious and worthy of
concern, the workplace concerns are focused on the first two of the
identified torts, and they will be the focus of this paper.
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di ssem nati on. The enployer’s defense to clains for wongfully
acquiring and transmtting enployee information IS t he
reasonabl eness of the purpose of the information gathering and the
saf eguards enpl oyed to prevent its m suse.

The avail abl e reported opinions reveal the permtted scope of
an enployer’s inquiries into the activities of its enployees and
the use of the information obtained. Those instances in which
liability has been inposed upon the enployer for the wongful
acquisition of information or the msuse of i nformation
appropriately obtained are instructive as defining what has been
held to be reasonable or unreasonable, as a guide to advising
enployers in their ongoing operations. The Ilitigation of
experience of others may be instructive in addressing the
enpl oyer’ s need for the acquisition of enployee i nformati on and t he
purpose of its transm ssion in advance of creating a cause of
action.

The tort of intrusion upon seclusion is defined by the
Rest at enent (Second) of Torts 8§ 652B:

One who intentionally intrudes, physically or otherw se, upon
t he solitude or seclusion of another of his private affairs or
concerns, is subject toliability to the other for invasion of
his privacy, if the intrusion would be highly offensive to a
reasonabl e person.

The tort enbodying this rule may occur by (1) physical
intrusion into a place where an enpl oyee has secluded hinself or
herself; (2) use of the enployer’s representative’'s senses to
oversee or overhear the enployee’s private affairs; or (3) sone
other form of investigation or examnation into the enployee’s
private concerns. Liability attaches only where the intrusion is
substantial and would be highly offensive to “the ordinary
reasonabl e person.”®

VWat are the limts of the “reasonable intrusion” by the
enployer into the private affairs of an enployee? The reported
litigation that is available has tested the reasonabl eness of
enpl oyers’ action in a nunber of contexts, ranging fromfacially

5
This is taken fromthe detail ed analysis of the right to privacy in
Borse v. Piece Goods Shop, Inc., 963 F.2d 611, 621 (3d Cr. 1992)
(appl yi ng Pennsyl vania | aw of privacy in a challenge to mandatory
drug testing in a private workplace), quoting Harris by Harris v.
Easton Publishing Co., 483 A 2d 1377, 1383 (Pa. Super. 1984).
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routine to quite bizarre. The anal yses by the various courts
call ed upon to assess the clains that have been nmade by enpl oyees
have | ooked to a range of aspects of the situations presented:

. The formof the intrusion, or the nmethod of acquisition
of the information about the enpl oyee;
. the nature of the solitude or expectation of privacy held

by the enpl oyee, or whether there was inplied or explicit
consent to the intrusion;

. the entirely subjective assessnent of the offensiveness
of the intrusion, otherwi se known as the reasonabl eness
of the enployer’s actions in making the intrusion under
t he circunstances;

. t he purpose of the enployer in obtaining or maintaining
the i nformati on about the enpl oyee, or the use to be made
by the enpl oyer concerning what was bei ng | earned about
t he enpl oyee; and

. whether there is a privilege in the enployer’s
acqui sition, nmaintenance or use of the information, and
whet her such privilege is qualified or unqualified.

No court (or treatise author) has yet to announce a clearly-

enunciated rule to be applied to all enployers under each
conceivable fact pattern, and there can be no reasonable
expectation that one will enmerge any tinme soon. Froma review of

t he avail abl e deci si ons can conme sone sense of what intrusions are
likely to be found to be reasonable, those that are likely to be
deened of fensive, and those for which the outcone of any litigation
is entirely unpredictable.

| . Mandatory Drug and Bl ood Testi ng

There appears to be wunanimty that a requirenent that
enpl oyees provide a blood or urine sanple is an intrusion into the
privacy and bodily sanctity of any individual. Wether there is an
overriding justification for the testing of the individual’s bodily
fluids for drugs or infectious diseases requires a bal ancing test
for reasonabl eness. The reasonabl eness of drug testing for power
pl ant operators, school bus drivers, U S. Custons enployees, oil
pi peline workers, and corrections officers has been recognized;
testing of nental health workers’ blood for HV and hepatitis has
been rejected as unreasonable, given the lack of risk of
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transm ssion on the job.°®

But the privacy interests go beyond the standard anal ysis.
The met hod of collection of urine sanples has been scrutinized on

privacy grounds. “The process of collecting the urine sanple to be
tested clearly inplicates *expectations of privacy that society has
| ong recogni zed as reasonable’. . . Mnitoring collection of the

urine sanple appears to fall within the definition of an intrusion
upon seclusion because it involves the use of one’'s senses to
oversee the private activities of another. . . . If the nmethod used
to collect the urine sanple fails to give due regard to the
enpl oyees’ privacy, it could constitute a substantial and highly
of fensive intrusion upon seclusion.”” At l|east one court has
upheld a jury verdict for the invasion of enployees’ comobn |aw
privacy rights where the enployer’s drug-testing wurinalysis
i nvol ved direct observation of the enployees’ provision of the
sanpl es. ®

It is clear by this point that, solely in the context of
health care workers, enployers have a right to require HV tests
for any enpl oyee as a condition of enploynment. Despite the w dely-
recognized inplications of the maintenance of information
concerning the fact of an HIV diagnosis in society at l|large, the
privacy rights of the enployee are subordinate to the perceived
necessity of the protection of patient rights and the liability of
the enployer in this context.?®

6

See G over v. Eastern Nebraska Community O fice of Retardation, 867
F.2d 461 (8" Gir. 1989) and the citations therein, at 463-464.

7

Borse v. Piece Goods Shop, Inc., supra, note 5 963 F.2d at 621,
qguoting Skinner v. Railway Labor Executives Association, 489 U S
602, 617 (1989); see also, anong many deci sions, Luedtke v Nabors
Alaska Drilling, Inc., 768 P.2d 1123 (Al aska 1989) (detail ed
exam nation of the state constitutional, statutory and common | aw
rights of citizens in Alaska to be free fromunwarranted intrusion
into their private lives, but finding syufficient public policy in
health and safety of workers to justify drug testing program for
pi pel i ne workers).

8

Kell'y v. Schl unberger Technol ogy Corp., 849 F.2d 41 (1t Gr. 1988)
(appl yi ng Loui si ana common | aw right of privacy).

9

By this point it is well established that any nedi cal personnel who
may conduct invasive or surgical treatnent for patients, or are
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1. El ectroni c, Photoqgraphic, and Video Mnitoring and Recordi ng
and I nterception of Enpl oyee Communi cati ons

These areas cannot help but be major battlegrounds in the
i mredi ate future. Too nmany enployees are wusing too many
comuni cations systens and too many enployers are interested in
nmoni t ori ng enpl oyee activities in the workpl ace to avoid i nevitable
cl ashes of interests. Remar kably, there is little available
authority fromany jurisdiction on these issues.

A. | nterception of electronic conmuni cati ons

In evaluating any issue concerning the interception of
wor kpl ace e-mails, the distinction has to be nade fromthe outset
as to whether the claimraised is a statutory one of electronic
interception or a comon |law action for intrusion into the
enpl oyees’ privacy expectations and rights.

An “interception” of electronic nessages inplicates the
Federal El ectronic Communications Privacy Act, 18 U . S.C. § 2511 et
seq., under which a civil renedy is provi ded agai nst any person who
i ntercepts or accesses wi t hout aut hori zation el ectronic
communi cations, such as e-mails or pages. A full exam nation of
the reach of the Electronic Communications Privacy Act is beyond
the scope of this paper, but the Act has already been the subject
of a nunber of <clains by enployees against their enployers’

sinply part of the surgical team can be excluded from practicing
their professions if they are H V-infected or refuse to be tested
for the presence of HV. Leckelt v. Board of Conm ssioners,
Hospital District No. 1, 714 F. Supp. 1377 (E.D. La. 1989), aff’d,
909 F.2d 820 (5'" Cir. 1990). An interesting issue is whether the
hospital or clinic has an obligation to informitself of the HV or
ot her infectious disease status of its surgical personnel in order
to avoid potential liability for the anxiety generated when
patients |earn that their surgeon could have exposed themto such
i nfection w thout their knowl edge and consent. This is the precise
issue raised in Faya v. Almarez, 620 A 2d 327 (M. 1993), inposing
l[tability on Johns Hopkins University Hospital for permtting an
Al DS-afflicted surgeon to continue practicing after his condition
becane known to the hospital, which withheld that fact from his
patients.
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interception or retrieval of electronic pages or e-mails.® States
have also enacted legislation for the protection of conputer
privacy, including civil remedies for the invasion of persona
information by a conputer or conputer network.?!!

Perhaps joined with or alternative to statutory actions w ||
be common law clains that the enployer has intruded upon the
enpl oyees’ expectation of privacy in viewng and retransmtting e-

mai | nmessages i ntended to be confidential by the enpl oyees. 1|n one
case, an enployee alleged tortious invasion of privacy against an
enpl oyer who had promsed its enployees that all e-nuail

communi cations on the enployer-provided system would be
confidential and privileged and that enpl oyee e-mails woul d not be
intercepted and used as a basis for termnation. In reliance on
that policy, an enployee sent and received e-mails on the conpany
systemfromhis honme; three nessages were i ntercepted and served as
the basis for his termnation

The court held that no cause of action was stated. No
reasonabl e expectation of privacy in the conpany e-nail systemwas
avai l able, the court determ ned, notw thstanding the enployer’s
assurances to the contrary. Even if such an expectation had been
found, the court held that the “intrusion” was not one that could
be ternmed “highly offensive” in order to support a valid tort
claim

[B]y i ntercepting such conmuni cati ons the conpany i s not,
as in the case of wurinalysis or personal property

10

See Bohach v. City of Reno, 932 F. Supp. 1232 (D. Nev. 1996) (city
not liable for interception and retrieval of nessages sent on
enpl oyees’ pagers where city provi ded pagi ng systemfor their use);
Wesley College v. Pitts, 974 F.Supp. 375 (D. Del. 1997)
(it nadvertently view ng enployee’'s e-mail on conputer screen not
“interception” per the statute; in what Professor Finken views as
an anomaly, supra, note 2 (1998 Supp.), at 97, court holds that
enpl oyer who did not provide e-nmail service may discl ose contents
of el ectronic nessage unlawful |y obtai ned fromel ectroni c storage,
because statute only prohibits disclosure by provider of
communi cation service). See also Amati v. Cty of Wodstock, 829
F.Supp. 998 (N.D. Ill. 1993) (recording of enployee telephone
conversations gives rise to action for intrusion into seclusion).

11

See, for exanple, 88 18.2-152.5, -.12, Code of Virginia, setting
forth the elenents of both the crimnal act of Conputer Invasion of
Privacy and the civil renmedy provided for victinms of such crine.

© American Bar Association http://www.bna.com/bnabooks/ababna/rnr/2000/rnrpriv.pdf



Privacy in the Workplace: On the Frontier Between the Rights of Employees and Employers

searches, requiring the enpl oyee to di scl ose any per sonal
i nformati on about hinself invading the enpl oyee’ s person
or personal effects. Mreover, the conpany’s interest in
preventing i nappropriate and unprofessi onal comments or
even illegal activity over its e-mail system outweighs
any privacy interest the enployee may have in those
coment s. 12

A case involving the Navy's interception of a servicenenber’s AQL
account, in which his sexual orientation was revealed and |ead
toward his discharge from the mlitary, reached the opposite
conclusion.®® This will surely be a battleground into the future
given the coming universality of e-mail access in the workplace.

An interesting corollary relates to the enployee’ s innocent
acqui sition of sensitive data fromthe enployer. |In one case, an
enpl oyee was assigned a conputer that had fornerly been used by a
human resources official of the conpany. On the hard drive were
records that the enployee believed inplicated the enployer in
viol ations of the ADEA in term nati on deci sions, including that of
the enployee hinself. Wen the enployer |earned that he had
brought this information to his attorney, he was discharged.
Summary judgnent against the enployee was reversed on appeal
allowwng the ADEA claim to proceed, because the enployee’'s
acquisition of the conputerized information was innocent and his
distribution of it |imted to his own counsel. The court
considered the enployee’s acquisition to be akin to finding a
damagi ng docunent left in a copier or fax machine in the

12

Snyth v. Pillsbury Co., 914 F. Supp. 97, 101 (E.D. Pa. 1996).
13

McVei gh v. Cohen, 983 F. Supp. 215 (D.D.C. 1998).
14

A recent Fourth Circuit opinion in a crimnal case found no
expectation of privacy for an enployee in the hard drive of the
conputer in his government office. While the enployee was held to
have an expectation of privacy in his ClA office, he was subject to
a valid warrantless search of his office conputer, where child
por nography was found to have been downl oaded from the Internet
while he was at work. The governnment’s interest in work-related
m sconduct was found to outweigh any reasonable expectation of
privacy in the conputer files. United States v. Sinon, F. 3d
(4" Gr. 2/28/2000).
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wor kpl ace. 15

B. Vi deo and ot her forns of workplace nonitoring

The limts of the extent of the enployer’s right to photograph
or take video of enployees in the workplace are simlarly
inperfectly established by case | aw.

Fromthe avail abl e deci si ons, sone argunents have been tested
and comrented upon in this area. A teacher who was videotaped in
her classroom doing her job, and then was termnated as a
consequence of the perfornmance thereby reveal ed, raised and | ost a
claimthat her privacy was violated by the use of such recordings.
It appears from the decision that the videotapi ng nust have been
done with her knowl edge at the time the taping was going on.?®
Simlarly, noliability for intrusion into seclusion or false |light
publicity was found where, as entertainnent for the conpany
Christmas party, the enployer edited a training video in which
enpl oyees descri bed unpleasant job tasks into responses to the
question, “Wiat’'s sex like with your partner?”?

Ceneral ly, an enpl oyer nmay phot ogr aph enpl oyees i n plain view,
at their workstations and during working hours, for timnme-and notion
studies or as part of an investigative process.'® No invasion of
privacy or other violation was found where an enpl oyer engaged in
extensive nonitoring of an enployee’'s activities on the job in an
attenpt to verify the she was obeying a directive to curtail
overtine. The enployer used managers, co-workers and security
personnel to nonitor the enployee’s whereabouts on the job site,
and aut hori zed use of the controll ed-access conputer system The
court found no Iliability for the surveillance despite the

15
Kenpcke v. Monsanto Co., 132 F.3d 442, 446 (8" Cir. 1998).
16

Roberts v. Houston I|ndependent School District, 788 S . W2d 107
(Tex. G v. App. 1990).

17

Stein v. Marriott Omership Resorts, Inc., 944 P.2d 374 (Utah
1997), a truly bizarre factual situation; what was nmanagenent
t hi nki ng?

18

Fi nken, supra, note 2, at 104, citing Thomas v. General Electric
Co., 207 F. Supp. 792 (WD. Ky. 1962); Smth v. Colorado Interstate
Natural Gas Co., 777 F.Supp. 854 (D. Colo. 1991).

10
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enpl oyee’s sense that it was oppressive and di stressing. !

A nunber of instances of enpl oyee surveillance have produced
reported opinions, evaluating the permssible scope of such
activities. Where the enployer sinply photographs or filnms an
enpl oyee in a place open to the public, such as the public street,
no invasion of privacy has been found.? An enployee who files a
claim for work-rel ated danmages has been held to have waived an
expectation of privacy and to have an expectation that an
i nvestigation may be undertaken, including surreptitious filmng.?!
A trespass for the purpose of surveillance is unacceptable?,
however, but securing access to an enployee’s hone by deceit-—
posi ng as market researchers over a three-nonth period to observe
the enpl oyee in his home— was held not to be “highly offensive to
a reasonabl e person.”? The instances of surveillance found to be
perm ssible and not actionable were based on the legitinmte
busi ness purpose served by the reasonable acts of the enpl oyer.

A femal e correctional officer established that her privacy had
been i nvaded where her supervisor secreted hinself for seven hours
in a cram space in the ceiling of the staff restroomto nonitor
the officer’s actions with inmates. The invasion of privacy was
found despite the officer’s execution of a consent to be searched

19
Schi bursky v I1BM 820 F. Supp. 1169 (D. M nn. 1993).
20

Muinson v. M Iwaukee Board of School Directors, 969 F.2d 266 (7"
Cir. 1992) (enployee observed frompublic streets to ascertain his
residence); Jasmantas v. Subaru-Ilsuzu Autonotive, Inc., 139 F. 3d
1155 (7'M Gr. 1998) (ADA plaintiff filnmed by enpl oyer gardening in
yard to refute claimof disability).

21

Johnson v. Corporate Special Services, Inc., 602 So.2d 385 (Al a.
1992); Seldana v. Kelsey-Hayes Co., 443 N.W2d 382 (Mch. App
1989) .

22
McLain v. Boise Cascade Corp., 533 P.2d 343 (Ore. 1975).

23

Fi nken, supra, note 2, citing Turner v. General Adjustnent Bureau,
Inc., 832 P.2d 62 (Utah App. 1992).

11
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at any tinme for any reason.? A cause of action was found to be
stated for the invasion of privacy of nodels at a fashion show,
where the security conpany on duty rigged a canmera that woul d have
recorded themundressing. Despite the absence of evidence that any
recording was actually nmade of the nodels, a cause of action was
found to be stated for such an objectionable intrusion in an area
where the enpl oyees had an expectation of privacy.?

C. Mail interception and other physical intrusions into privacy

| nevitably, situations arise in which enployers find it useful
to exam ne the personal mail or other itens of enpl oyees, generally
in an attenpt nonitor enployee performance or actions in the
wor kpl ace. Wile the law is currently wunsettled regarding
el ectronic counterpart of these actions through the interception
of e-mails, case |l aw has addressed nore definitively the physical
intrusions into privacy.

In a case asserting rights under both the ADA and common | aw
privacy, an enployee with a known hi story of bipolar disorder, also
known as mani ¢ depression, wote private thoughts in a diary during
his work breaks. Hi's co-workers seized the diary and read it, and
copied and delivered pages to the enployee’ s supervisor, other
adm ni strators, and co-workers. As a consequence of the incident
with the diary, the enpl oyee was transferred to a job in which he
had no contact with other enployees and was denied the right to
apply for a better job. The appellate court reinstated the ADA
claimfor the personnel actions taken follow ng the seizure of the
diary; while finding the diary disclosure to be “unwarranted and

24

Speer v. Chio Departnent of Rehabilitation & Correction, 624 N E. 2d
251 (Onio App. 1993).

25

Doe by Doe v. B.P.S. Quard Services, Inc., 945 F.2d 1422 (8" Cir.
1991). Conpare Brazinski v. Anpbco Petrol eum Additives Co., 6 F.3d
1176 (7" Gr. 1993), a decision that Prof. Finken finds not easily
reconciled with B.P.S., in which female enployees clained a
i nvasion of their privacy fromthe installation of a video canera
recording who used a |ocker room reserved for femal e enployees.
The canera was installed for the purpose of nonitoring whether
certain enployees were using the locker room in dereliction of
duty. Oher enployees not the subject of the investigation were
found to have no claim unless they could allege that they were
actually recorded by the canera.

12
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inproper”, the court in a footnote rejects the claim that the
enployer’s failure to prevent the distribution of the diary is a
constitutional violation.?®

An enpl oyer who opens and reads the mail addressed to an
enpl oyee, marked “personal”, and delivered to the corporate
wor kplace is liable for intrusion upon the enployee’ s privacy.
Enpl oyees “have a reasonabl e expectation that their personal mai
will not be opened and read by unauthorized persons,” obviously
i ncludi ng their supervisors when personal mail is delivered to the
wor kpl ace. ?” Conflicting decisions have addressed the issue of
expectations of privacy fromenpl oyees’ disposal of papers in waste
recept acl es. %8

Unwel cone touchi ng and physical contact has in recent years
been found to sustain a claimfor invasion of privacy.? Although

26

Duda v. Board of Education of Franklin Park Public School D strict
No. 84, 133 F.3d 1054, 1062 n. 16 (7' Cir. 1998). Conpare Verr
v. Nanna, 972 F.Supp. 773 (S.D.N.Y. 1997), where no right to
privacy was found in a police officer’s diary (note that New York
has no comon law right to privacy, supra, note 1) found by a
private citizen and turned into the chief of police. The court’s
analysis in dismssing the suit focused on an enpl oyer’s obligation
to safeguard enployees’ |ost and found property rather than any
privacy inplications fromreading private recorded thoughts.

27

Vernars v. Young, 539 F.2d 966, 968-9 (3d Cr. 1976) (applying
Pennsyl vania law, and citing Marks v. Bell Tel ephone Co. of Pa.
331 A 2d 424 (1975), for the suggestion of Iliability for an
enpl oyer intentionally over hearing enpl oyee’ s t el ephone
conversation). See also Doe v. Kohn Nast & G af P.C., 866 F. Supp.
190 (E.D. Pa. 1994).

28
Rogers v. McKoy, 1997 WL 10133 (S.D. N. Y. 1997) (no cause of action
and no expectation of privacy for papers disposed of in public
waste receptacle); Canp, Dresser & McKee v. Steim e & Associ ates,

652 So.2d 44 (La. App. 1995) (cause of action based on expectation
of privacy in nonpublic waste receptacle).

29

Vernon v. Medical Managenent Associ ates of Margate, 912 F. Supp
1549 (S.D. Fla. 1996); Van Jelgerhuis v. Mercury Financial, 940
F. Supp. 1344 (S.D. Ind. 1996); Brewer v. Petrol eum Suppliers, 946
F. Supp. 926 (N.D. Ala. 1996); Kelley v. Troy State University, 923
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not directly based on a privacy analysis, an enployer was found
liable for the outrageous conduct of a male supervisor who
performed a strip search of a fenale enployee suspected of a $20
theft.3 The trend is clear that causes of action may well be found
in cases with even single incident physical contacts with sexual
overtones. In the absence of such circunstances, such as police
frisks of enpl oyees at the request of enployers, no cause of action
may arise.

In at | east two i nstances, a constitutional dinension has been
found to what Professor Finken terns “informational self-
determnation”; the right to privacy for a job applicant regarding
i ntrusive questions posed in interviews and questionnaires as part
of the initial enploynent process. Both of these cases involve
public enpl oynent. No case has extended the scope of a
constitutional right to privacy to a private enployer, and such
applicants have to this point beenlimted to statutory protections
from discrimnation in interviews and questionnaires on such
grounds as gender. *?

F. Supp. 1494 (M D. Ala. 1996); Scarborough v. Brown G oup, 935
F. Supp. 954 (WD. Tenn. 1996). See also Sinon v. Mrehouse School
of Medicine, 908 F. Supp. 959 (N.D. Ga. 1995) (applying CGeorgia | aw,
rape of enpl oyee by her supervisor with whomshe was engaged in an
affair was intrusion into her privacy and subjected enployer to
liability); Phillips v. Small ey Mintenance Service, Inc., 711 F. 2d
1524 (11'" Gir. 1983) (striking a femal e enpl oyee across buttocks
as part of pattern of sexual harassnment constitutes an actionable
intrusion into secl usion).

30
Bodewi g v. K-Mart, Inc., 635 P.2d 657 (Ore. App. 1981).

31

Koepplin v. Zortman Mning, Inc., 881 P.2d 1306 (Mynt. 1994) (no
cause of action for requesting police frisk of potentially violent
enpl oyee when he was to be given notice of discharge); Raines v.
Shoney’s, Inc., 909 F.Supp. 1070 (E.D. Tenn. 1995) (no cause of
action for frisk by police summoned by enpl oyer).
32

The two public enpl oynent cases in which a constitutional violation
in enployer inquiries of a personal financial and sexual nature are
di scussed are Nor man- Bl oodshaw v. Lawr ence Berkel ey Laboratory, 135
F.3d 1260 (9'" Gir. 1998) (U.S. Constitution prohibits unrestrained
enployer inquiries into personal sexual matters that have no
bearing on job performance) and Fraternal Order of Police, Lodge 5
v. City of Philadel phia, 812 F.2d 105 (3'¢ Cr. 1987) (discussing
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An enployer who conducted an unauthorized search of an
enpl oyee’ s purse and | ocker in search of stolen itens was found to
have intruded on the enployee's privacy. More recently, no
i nvasi on of privacy was found where an enpl oyer discovered al cohol
in an enployee’s car in violation of the enployer’s rules; the
enpl oyer had a policy agai nst possession of al cohol on the jobsite,
and t he unaut horized search of the car given reasonabl e suspicion
of the presence of al cohol was not an unreasonabl e i ntrusi on under
the circunstances. 3 Enpl oyers’ searches of desks and other
furniture in enployee of fices have produced conflicting rulings on
the extent of the enployees’ expectation of privacy. 3

Wth this prelude, the recent case of Haybeck v. Prodigy
Services Co., 944 F.Supp. 326 (S.D. NY. 1996), has sone
interesting inplications. A custoner who used Prodigy’'s on-line
services alleged that she nmet a Prodi gy enpl oyee, Jacks, in an on-
line chat room She further alleged that she contracted H 'V after
engaging in sex wth Jacks, and that Prodigy knew of Jacks’
activities of neeting and having sex wth custoners he net while on
line. It is not clear fromthe opinion granting Prodigy’ s notion
to dismss whether the activities conplained of were initiated

permssible scope of inquiries for enploynent in specia

i nvestigative unit for police departnent). See Finken, supra, note
2 (Supp. 1998), at 53, citing Tonsic v State Farm Miutual Auto

| nsurance Co., 870 F.Supp. 318 (D. Uah 1994) (no cause of action
stated for outrageous conduct where fenal e applicant was asked how
her husband would feel if she nmade nore noney than he did).

33

K-Mart Corp. Store No. 7441 v. Trotti, 677 S.W2d 632 (Tex. Cv.
App. 1984) (upholding verdict in excess of $100, 000).

34
Terrell v. Rowsey, 647 N E.2d 662 (Ind. App. 1995).

35

See Doe v. Kohn Nast & Gaf P.C., 862 F. Supp. 1310 (E. D. Pa. 1994)
(extent of reasonabl e expectation of enployee in privacy of papers
i n desk and credenza and of fensi veness of enployer’s search posed
jury questions); O Bryan v. KTIV Tel evi si on, 868 F. Supp. 1146 (N. D
|l owa 1994), aff'd in part and rev'd in part, 64 F.3d 1188 (8" Gr.
1995) (no expectation of privacy for salesman in unl ocked desk in
common sal es area); Nelson v. J.C. Penney Co., 70 F.3d 962 (8" Gir.
1995), vacated in part, 75 F.3d 343 (8" Cir. 1996) (applying North
Dakota law, in which no tort for invasion of seclusion had been
recogni zed, no cause of action for supervisor’s opening of
enpl oyee’ s | ocked desk).
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while Jacks was on duty in his Prodigy position. The court
di sm ssed the case, applying traditional New York | aw on respondeat
superior and negligent hiring, noting that the conplaint failed to
allege that Prodigy knew that Jacks was having unprotected
intercourse with custonmers without informng them of his HV
status. Prodigy asserted that it had no know edge of Jacks’ HV
status at any point in his enploynent.

The pl eading i n the Haybeck case does not assert an obligation
on the enployer to nonitor the activities of the enpl oyee to avoid
the situation that ultimately occurred. The outcone of the case
under the sanme facts as were alleged may not be the sanme in every
jurisdiction, where nore expansive theories of respondeat superior
and negligent hiring prevail.?® The Haybeck deci si on has particul ar
resonance in an era in which enployers are increasingly facing
gquestions of what they should have known and what they shoul d have
done about enpl oyees with propensities to violence, for exanple,
and whose actions could have been nonitored by the enployer.
Whet her the enpl oyer should have taken nore forceful action to
intercede and avoid a tragedy in any given case is a difficult and
conpl ex issue to be resol ved.

[, Di scl osure of Personal Facts

An obviously related concept is the dissem nation of facts
revealed or otherwi se acquired by the enployer concerning an
enpl oyee. Wiile the sinple expedient of obtaining the enployee’s
consent would noot these issues, enployers continue to face
liability clains for what in many instances can only be seen as an
insensitivity to the enployee’s right to maintain confidentiality
of personal information.

The qui ntessential fact situation raising this issue involved
an enpl oyer’ s revel ation of the fact of an enpl oyee’ s mastectony to
t he ot her enpl oyees in her workgroup. This and simlar cases have
| ead to the pronouncenent of the rule that disclosure of personal

36

See, for exanple, J. v. Victory Tabernacle Baptist Church, 372
S.E.2d 391 (Va. 1988)(enployer liable for negligent hiring of
janitor with history of sex offenses who subsequent|y abused church
menbers with whom he had contact in performance of his job); Lyon
v. Carey, 174 U.S. App.D.C. 422, 533 F.2d 649 (D.C. Cir. 1976)
(enpl oyer liable for actions of enpl oyee sent to deliver appliance,
wher e enpl oyee raped honeowner to whom delivery was nade).
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information by its publication into the workgroup of an enpl oyee is
actionable. The enployee’s right to be free frominvasion of his
or her privacy can be said to be proportional to the of fensiveness
of the disclosure and to the personal and enbarrassi ng nature of
the information reveal ed. ¥

Sone situations nmay require disclosure of sensitive
i nformati on concerni ng an enpl oyee, or the disclosure could be said
to be privileged because of the nature of the conduct disclosed.
Several courts have found that the revelation of the finding that
an enpl oyee conm tted sexual harassnent is appropriate, given the
enployer’s interest in conveying a nessage that such conduct is
unaccept abl e. 38 The recently-enhanced obligation found to be
i nposed on enployers to clearly announce and enforce policies
agai nst sexual and other fornms of harassnent wll expand the
frequency w th whi ch such di scl osures will be made anong co-wor kers
of those found to be harassers.

Cases di scussing the di scl osure of other facts, while true and
enbarrassi ng, have produced at tinmes conflicting decisions on such
points as privilege. No privacy right was inplicated by an
enployer’s release of the record of an enployee’'s felony

37

MIler v. Mdtorola, Inc., 560 NE2d 900 (IIl. App. 1990)
(disclosure of mastectony); Beaunont v. Brown, 257 N W2d 522
(Mch. App. 1977); Vassiliades v. Garfinckel’ s Brooks Brothers,
492 A 2d 580 (D.C. App. 1985) (disclosure of fact of face Ilift
actionable); Landrum v. Board of Comm ssioners of Ol eans Levee
District, 685 So.2d 382 (La. App. 1996) (disclosure of enployee’s
failure of drug test actionable); Arroyo v. Rosen, 648 A 2d 1074
(Md. 1994) (release of investigative report to reporter of alleged
scientific fraud by enpl oyee actionable); Doe v. Attorney Ceneral
941 F.2d 780 (9" Gir. 1991) (rel ease of physician’s H V status held
actionabl e under Rehabilitation Act). See also Doe v. Methodi st
Hospital, 639 N E. 2d 683 (Ind. App. 1994) (disclosure of fact that
enpl oyee had tested positive for HV held not actionable because
di scl osure nmade only to one person, husband of co-worker).

38

Smth v. Arkansas Loui siana Gas Co., 645 So.2d 785 (La. App. 1994);
Hi nes v. Arkansas Loui siana Gas Co., 613 So.2d 646 (La. App. 1993);
Garziano v. E.|I. Dupont de Nenpburs & Co., 818 F.2d 380 (5'" Gir.
1987), all sustaining as privileged enployers’ disclosure that
sexual harassnment was basis for discipline or term nation.
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conviction, given the public nature of the court record.?®* Rel ease
of an investigative report of a death threat by a ganme warden
i nvol ved no wongful intrusion unless the neans of gathering the
informati on was excessively objectionable and inproper.? No
i nvasi on was found when a police chief revealed on a radio talk
show that the wife of a police union official had failed the
entrance examfor police officer candidates.* On the contrary, no
privilege as a matter of | aw was found when the fire chief reveal ed
on a television newscast that a firefighter, lead plaintiff in a
class action in which race discrimnation was found, had failed
required examnultiple tinmes and read on a third-grade |evel.

| V. Empl oyer Monitoring of the Personal, Of-Duty Lives of
Enpl oyees

Does the enpl oyer have right to informitself of the off-duty
activities of its enployees, and to take action toward the enpl oyee
based on those activities? Does the enployer have an obligation to
informitself of dangerous, or provocative, or offensive activities

of its enployees in their personal |ives?

These issues are perhaps as little resolved at this point as
at any tinme in American history. In the past, there was little
doubt that an enployer could take whatever action it cared to
concerning an enployee. If the enployee voted the wong way,
associated with others whom the enployer found displeasing, or
conducted a social life that the enployer frowned on, then the

enpl oyee had no renmedy when his or her job was term nated or
ot herwi se threatened by the enployer. The past is not a nodel for
the current environnent in the workpl ace.

Traditionally, such enployees as police officers were
considered to be on duty at all tinmes, so that their personal |ives

39
Eagle v. Mdrgan, 88 F.3d 620 (8" Cir. 1996).
40
Johnston v. Fuller, 706 So.2d 700 (Al a. 1997).
41
Al exander v. Peffer, 993 F.2d 1348 (8" Cir. 1993).

42

Jones v. Pal mer Communi cations, Inc., 440 N.W2d 884 (lowa 1989).
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were the subject of managenent concern and discipline.* Sone of
t he decisions involving departnment discipline of officers in the
past for such infractions as failure to pay creditors or a nale
of fi cer maintaining what appeared to be a honosexual lifestyle are
positively quaint in the current context, but reflect well-
established principles as to the right of the enployer to set
st andards for enployee conduct, even off-duty.

In the private enploynent setting, what activities by an
enpl oyee outside of the workplace are properly the concern of the
enpl oyer ? Put anot her way, what information does the enpl oyer have
the right to acquire concerning the enpl oyee regarding activities
out si de the workpl ace, and what actions, if any, may the enpl oyer
take in response to the receipt of such information? Does the
enpl oyer have an obligation to take sonme acti on agai nst an enpl oyee
whose outside activities create risks or threats in the workpl ace
or create anxi ety anong co-workers or custoners? These issues have
no easy resolution fromthe avail abl e precedent.

Several cases have raised privacy issues follow ng discipline
or termnation of enployees for their romantic involvenents with
co-workers. No public policy or privacy right has been found to be
inplicated in the enforcenent of nonfraterni zation rules
prohi biting dating between co-workers.* A nore difficult issueis
the discipline or termnation of an enployee for a sexual or
romantic rel ati onship with soneone not in the conpany’s enploy. At
| east one court has ruled that term nation of an enpl oyee because
of her romantic relationship with the enpl oyee of a conpetitor gave

43

See Fabio v. Gvil Service Conm ssion of the Gty of Phil adel phi a,
414 A 2d 82 (Pa. 1980) (police officer discharged for extramarital
affair wth 18-year old); Annotation, Sexual M sconduct or
Irregularity as Amounting to “Conduct Unbecomng Oficer”

Justifying Oficer’s Denotion or Renoval or Suspension from Duty,
9 ALR4th 614.

44
See Nodes v. Cty of Hastings, 170 NW2d 92 (Mnn. 1969)
(disqualification of officer for inexcusable neglect in failing to
pay debts); Warren v. Gty of Asheville, 328 S. E. 2d 859 (N. C. App.

1985) (no justification for termnating officer over issue of his
honmosexual ity, which officer denied).

45

Rogers v. IBM 500 F.Supp. 867 (WD. Pa. 1980); Patton v. J.C
Penney Co., 719 P.2d 854 (Ore. 1986); Jarema v. din Corp., 4 F.3d
426 (6" Cir. 1993).
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rise to a cause of action in tort, although the precise policy
basis for the action is not made clear in the court’s decision.“®
A nore recent case found no invasion of privacy where a female
enpl oyee asserted clains that her co-workers underm ned her status
in her job by discussions that she had a conflict of interest
because she had had an extramarital affair with a client, who then
divorced his wife to marry the enpl oyee. #

No viol ation of public policy has been found in instances in
whi ch an enpl oyee has been di scharged because his or her spouse was
enpl oyed by a conpetitor.*® Simlarly, no cause of action has been
found for the discharge of a manager for dating a client of the
enpl oyer, even in the absence of a formal rule prohibiting such
conduct . 4

Beyond romantic relationships, enployees have generally
unsuccessful in their clains that their privacy and associ ati onal
rights are infringed by discipline for social friendships.?®°

46

Rulon-MIler v. IBM 208 Cal.Rptr. 524 (Cal. App. 1984). I n
Henegar v. Sears, Roebuck & Co., 965 F. Supp. 833 (N.D. WVa. 1997),
the enpl oyer was found to have violated state antidiscrimnation
law for its termnation of an enployee who was considered to be
viol ati ng her supervisor’s religious noral code because of her off-
duty association with a married man.

47

Chi sholm v. Foothill Capital Corp., 3 F. Supp.2d 925 (N.D. 1I1.
1998). Chisholmis perhaps a nodel for the current formof privacy
l[itigation; the plaintiff there included in the sane suit clains
arising under Title VII, the Equal Pay Act, defamation, and
i nvasi on of privacy.

48

Bl oomv. Ceneral Electric Supply Co., 702 F. Supp. 1364 (M D. Tenn
1988); Sal azar v. Furr’s Inc., 629 F. Supp. 1403 (D. N.M 1986).

49

Ward v. Enpl oyee Devel opnent Co., 516 N.W2d 198 (M nn. App. 1994).
This is to be distinguished fromsituations in which health care
prof essional s are disciplined by their enpl oyers for sexual contact
wth patients in violation of the enployees’ professional ethical
rules. See, e.g., Meleen v. Hazl eden Foundation, 928 F.2d 795 (8'"
Cr. 1991).

50

Ferguson v. Freedom Forge Corp., 604 F.Supp. 1157 (WD. Pa. 1985)
(di scharge for association wth former president of enployer);
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Enpl oyers general |y have been sustained inlimtations inposed
on enpl oyees’ off-duty use of tobacco products, for the purpose of
limting health insurance and disability clains.5

VWhat [imts are there on the right or the obligation of the
enpl oyer to consider an enployee’s off-duty activities and the
potential risks arising in the workplace? s bizarre or
potentially dangerous conduct by the enployee away from the
wor kpl ace a valid basis for discipline or termnation? Too few
deci sions delineate the frontier between the right of the enpl oyee
to be free from such scrutiny and the enployer’s right or
obligation to protect its operations and ot her enpl oyees.

In this regard, a recent Tenth Circuit case considered the
actions of an enployee termnated after eight incidents in which
t he enpl oyee was found to have entered wi t hout perm ssion the hones

of neighbors, sone of whom were co-workers. The enpl oyee was
prosecuted for unlawful entry and trespass and entered pleas of
nol o contendre. The enployer feared that the enployee had a

problemw th the abuse of prescribed pain killers. The case turned
on the issue of the application of the ADA to those perceived to be
drug addicted, but the court discussed off-duty and potentially
disability-rel ated conduct as an appropriate basis for term nation
and di sci plinary deci sions. %2

This is the nost recent in alimted nunber of cases in which
off-duty or famly nenbers’ (associational?) msconduct has been
addressed as a valid basis for termnation in defense of clains
br ought under the ADA. % Several ADA cases have upheld ternination

Privette v. University of North Carolina, 385 S. E. 2d 185 (N. C. App.
1989) (discharge for friendship wth forner co-worker who was out
of favor with enployer); Norman v. Recreation Centers of Sun City,
752 P.2d 514 (Ariz. App. 1988) (discharge for support of forner
manager ousted by enpl oyer’s board of directors).

51

City of North Mam v. Kurtz, 653 So.2d 1025 (Fla. 1995). See al so
Town of Plynmouth v. Cvil Service Comm ssion, 686 N. E.2d 188 ( Mass.
1997) .

52
Ni el sen v. Moroni Feed Co., 162 F.3d 604 (10" Cir. 1998).

53

In Den Hartog v. Wasatch Acadeny, 129 F.3d 1076 (10'" Cir. 1997),
a school enployee who lived on canpus clainmed that he was
termnated in violation of the ADA because of his association with
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or discipline for alcohol- or drug-related m sconduct outside of
t he wor kpl ace (such as off-duty DW convictions) in the context of
clainms that “disability-caused m sconduct” was itself protected and
was to be accommodat ed under the ADA, which has special provisions
for drug addi cted and al cohol - dependent enpl oyees.® Particularly
instructive is the case of a diabetic police officer term nated
after he “erratically drove his squad car at high speed through
residential areas nore than forty mles outside his jurisdiction”
because of his failure to properly nonitor his nedication |evels.
The court upheld the award of sunmmary judgnent for the enployer,
hol ding that the disability was not the basis for term nation; the
enpl oyer acted on the enployee’s failure to nonitor his condition,
which was a factor within his control for which discipline was
appropriate. %

V. Wiere Does All This Go in the | medi ate Future?

It is easy to predict that there will be many, many |awsuits
concerning privacy in the workplace. Predicting the Ilikely
out cones of specific cases or broad categories or classes of clains
cannot be done with any degree of confidence. The infinite variety
of potential fact patterns, and the randomess of human behavi or,
assures that there will be clainms litigated that fit no existing
| egal analytic framework. The existing precedential base is so
slight that no one involved in these issues, either on behalf of
managenent or the enployees, can be assured as to the direction
these cases will take when judges and juries are called upon to

his adult son, a manic depressive. The son lived with the enpl oyee
and conmtted acts of violence against others in the school
comuni ty. No violation was found because of the direct threat
posed by the son in the workplace. The opinion presents
interesting i ssues concerning the right of the enpl oyer to consider
the conduct of others in addition to the enployee in term nation
deci si ons.

54

Despears v. M| waukee County, 63 F.3d 635 (7'" Cir. 1995) (al coholic
enpl oyee denoted because he lost driver’'s license after off-duty
DW conviction); Maddox v. University of Tennessee, 62 F.3d 843 (6'"
Cir. 1995) (al coholic enployee discharged after off-duty arrest for
drunk driving).

55

Siefken v. Village of Arlington Heights, 65 F.3d 664 (7'" Gr.
1995) .

22

© American Bar Association http://www.bna.com/bnabooks/ababna/rnr/2000/rnrpriv.pdf



Privacy in the Workplace: On the Frontier Between the Rights of Employees and Employers

assess liability and damages.

The inevitability of litigation flows from the innovative
resources now avail able to nmanagenent that are being utilized by
necessity, to inprove productivity and profitability and as a |line
of defense to liability for clains from both enployees and third
parties. The incentive for enployers to intrude on the personal
lives of their enpl oyees has never been higher and the neans of do
so have never been nore avail able. The perceived need for
enpl oyers to know nore about their enployees and their activities
on and off duty has devel oped at the sane tinme as technol ogy has
provi ded ever nore effective neans of acquiring such information.
Enpl oyers have also faced litigation over the failure to acquire
and act upon information about enpl oyees who harass and ot herw se
harm co-workers and third parties, and this trend wll only
continue to pose econonmc threats to enpl oyers.

As a recent article in the ABA Journal put it:

At the close of the 20'" century, conpanies are just
about as inquisitive about their workers as they ever
wer e. Conpani es investigate enployees blood, urine,
snoki ng habits, dating partners, litigation histories,
credit reports, and other personal information in
attenpts to ensure that only “suitable” people work for
t hem 56

It is perhaps inevitable that, wth the nmeans now avail abl e,
enployers wll seek to enter into relationships wth enpl oyees with
a w de range of know edge of the enployee’'s past experience and
hi story concerning such issues as prior enploynent, health and
medi cal treatment, and dangerous or notorious personal activities
and interests. The availability of the technology and the
acqui sition of detailed information then raise broader questions:
what is the appropriate use for the i nfornati on obtai ned concerni ng
t he enpl oyees?

However  useful enpl oyee health and insurance clains
informati on m ght be to an enployer in making hiring and retention
deci sions, there are conpelling reasons not to collect and maintain
such data, such as exposure to clainms under the ADA and the
potential for liability for the release of enbarrassing personal
medi cal information. In this instance, there is a base of
statutory | aw and case deci sions defining the frontier between the

56

Tebo, “No Peeking: Efforts to resrict nonitoring of workers’
outside activities gain favor”, ABA Journal, March 2000, at 22.
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ri ghts of enployees and enpl oyers.

More problematic and | ess well defined are related issues for
whi ch no significant precedents exist. One certain battleground
w il be the extent to which an enpl oyee’s use of the enployer’s e-
mai |l system may be nonitored by the enployer. Products currently
avai |l abl e, reasonably priced and easy to use, permt an enployer to
monitor all enployee e-mail nessages for key words (exanples are
such | oaded terns as “Aryan”, “reefer” and “fondle”, but extend
into “job offer” and “signing bonus”®); the pronotional literature
for the nonitoring software specifically cite the potential for
l[iability to the enpl oyer for abusive or harassing e-nmail nessages
sent by enployees. Whether an enployer obtains waivers from
enpl oyees or posts a policy claimng the right to nonitor e-mail
it is certain that sone nonitored nessages wll result in
di scipline, termnation, and litigation.

As many observers have noted, the absence of clearly defined
rights and obligations in workplace privacy creates uncertainty for
all involved. The readily available technology for nonitoring
enpl oyees’ activities and coll ecting personal data about them can
blind managenment to the key question: what do you do with the
informati on once you have it ?%

The obvious fact fromthe avail able precedents is that there
is a risk of liability to the enployer sinply from the act of
collecting data on its enployees; a further risk arises fromthe
potential for liability from the intended use of the collected
data, and the msuse or unintended distribution of such
i nformati on. The addictive appeal of what in other contexts is
termed “gossip” ensures that there wll be unauthori zed
di ssem nati on of personal information in sonme of the many instances
in which personal information is being collected.

Al'l -enconpassi ng | egi sl ati on governing this area i s not going
to be forthcom ng. Judge-nade laww || devel op as cases are fil ed,

57
McN chol, “Naughty Word Alert”, Wred Magazi ne, March 2000, at 99.
The article cites the Areri can Managenent Associ ation as the source
of an estimate that “30 percent of major US conpanies snoop on
their enployees’ electronic nessages”.

58

The ABA Journal article quotes an attorney representing managenent
who phrases the question in this way: “Sonetinmes, when a client
asks ne, ‘Can we do this? | say, ‘Yes, you can, but are you sure
you want to?” ABA Journal, supra note 56, at 24.
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presumably alleging a range of clains including intrusion into
privacy, defamation, Title VII and ADA violations, statutory
violations as avail able under Federal and |ocal enactnents, and
what ever else enterprising plaintiffs’ counsel can conme up wth.
The imediate future is going to be a challenge for all concerned
as these rights and obligations are defined.
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